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a pattern diagram in [2]; that paper also described a few components in the form of patterns. We will now add to the cloud
ecosystem newly identified components, described as patterns.
We will discuss two new types of systems which are driving
the changes in cloud ecosystems like IoT. We also discuss how
this evolution is changing the way we handle software development and deployment. This work is just a step in the architectural representation of the cloud ecosystem. It cannot be
considered as complete or final as it is bound to change with
the growth of the ecosystem. Our objective now is not to implement such a system but to describe the architecture of existing systems.
This paper is organized as: Section II presents background;
Section III shows a pattern diagram for the cloud ecosystem.
Section IV presents two new patterns (Containers and Fog
Computing). We discuss the IoT in Section V. Section VI describes DevOps and how new components and cloud orchestration are influencing the development of new software frameworks. Section VII lists related work; it is followed by conclusions in Section VIII. 

Abstract— An ecosystem is the expansion of a software product
line architecture to include systems outside the product which
interact with the product. A cloud ecosystem includes interdependent and communicating components. Not only the cloud
ecosystem itself keeps evolving, but it also affects the way in
which we develop and deploy software. We model the architecture of a cloud ecosystem as a set of patterns, showing partial
descriptions for some of them. We then discuss the role of this
evolving platform in facilitating the Internet of Things and the
new DevOps framework for developing software.
Keywords-Software ecosystems; Internet of Things; cloud computing; fog computing; software containers; DevOps; reference
architectures.

I. INTRODUCTION
Cloud computing has become a popular execution platform
by offering demand-based computing service. It has proved its
worth for large and small businesses alike. The cloud has
brought about a global shift in how computing systems are
used. The cloud computing paradigm itself is also evolving.
New services and components are being added at a fast pace.
A cloud is not a single system, it comprises a multitude of
systems, components, services, and applications, which allow it
to provide valuable benefits. A cloud has a number of interdependent and associated systems, which are rapidly evolving. In
addition to their standard uses, these systems are providing
support for new frameworks for application development and
deployment schemes.
An ecosystem is the expansion of a software product line
architecture to include systems outside the product which interact with the product [1]. Developing ecosystems for complex
systems helps service providers as well as consumers. Cloud
computing is an excellent example of such complex interconnected systems. A cloud, its associated systems, providers, consumers, brokers, software, and infrastructure are all related and
make up the cloud ecosystem.
The complexity of the cloud ecosystem is also increasing as
new functions or technologies become available. Growth in
dimension and diversity of this ecosystem is contributing to the
evolution of intelligent and interactive environments like IoT.
All this can be of tremendous value but we need to properly
handle this complexity in order to better utilize the full potential of the system.
Pattern-based architectural models have been found useful
in representing such complex systems. Architectural models
provide holistic and unified views of the system. This can be
useful for understanding the system as well as effectively securing it. A cloud ecosystem has been described in the form of
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II. BACKGROUND
Architectural models using patterns can be used to describe
ecosystems and their components. A pattern is a solution to a
recurrent problem in a specific context. Patterns can be used to
design and analyze complex systems, to capture design
decisions, and to evaluate new or existing systems [3]. They
encapsulate the experience and knowledge of designers,
provide a larger unit of reuse, and a communication
vocabulary for designers.
Usually, a template with predefined sections is used to
describe patterns. This systematic approach facilitates the
work of both writers and users of the pattern. We use the
POSA (Pattern-oriented software architecture) template [3].
Pattern descriptions can include formal languages in addition
to modelling techniques such as UML diagrams.
In addition to patterns we will also use Reference
Architectures (RAs) to describe the cloud ecosystem. An RA
is a generic and abstract software architecture that applies to a
particular domain and does not contain implementation details.
It specifies the components of the system, their individual
functionalities and their mutual interaction [5]. An RA can be
considered as a compound pattern and its components
described as patterns.
III. A CLOUD ECOSYSTEM
Figure 1 shows a pattern diagram for a cloud ecosystem,
previously described in [2]. We have added new components
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in color to reflect changes in the ecosystem. The core pattern
of this ecosystem is the Cloud Reference Architecture (Cloud
RA) [6]. Addition of security patterns to a Cloud RA converts
it into a Cloud Security RA (Cloud SRA). The Cloud SRA
includes security patterns for Authentication, Authorization,
and Logging, among others, which can help control known
threats to the cloud [4]. Patterns that describe how regulations
apply to the Cloud RA are included in the Cloud Compliant
RA [7].

4.1 Software Container
4.1.1. Intent
A Software Container provides an execution environment
for applications sharing a host OS, binaries, and libraries with
other containers with strong isolation between them. Containers are lightweight, portable, extensible, reliable, and secure.

Figure 2. “Two containers sharing one OS”
vs “A Virtual Machine” (above)

Figure 1. A cloud ecosystem

Other components of the ecosystem, shown in Figure 1,
include the service layers of a cloud, IaaS, PaaS and SaaS [4].
Network Functions Virtualization (NFV) is a network
architecture where network functions are provisioned in
software using virtualization [8].
Other security-related components are also represented as
patterns. Filtering functions are provided by Cloud Web
Application Firewalls (Cloud WAF) and Security Group
Firewalls (SecGroup FW) [9]. Cloud Access Security Brokers
(CASBs) are security enforcement points between consumers
and service providers that apply security controls to access
cloud services, usually SaaS services [10].
New entities that have been added to this ecosystem
include containers and fog computing. A Container provides
an execution environment for applications sharing a host
operating system (OS), binaries, and libraries with other
containers with strong isolation between them [11]. Fog
Computing is an intermediate platform that provides
computation, storage, and networking services between end
devices and the cloud [12]. It has emerged as an extension of
the cloud for supporting IoT [13].

Figure 3. Class diagram of the Container pattern

4.1.2 Solution
A Software Container provides a runtime environment that
can support the isolated execution of applications on a shared
Host OS. Figure 2 shows a comparison between Containers
and Virtual Machines. Figure 3 shows the class diagram for
this pattern. A Container controls a set of Applications sharing
a Host OS that provides a set of Resources. An Interceptor
mediates the services provided to the application by the container. Applications hosted in containers can be accessed remotely through Proxies, where the Container acts as a broker.
The client interacts with the Application Proxy, which represents the application. The application interacts with the Client
Proxy, which represents the client. The Container provides
Services to the applications. Containers facilitate application
distribution, especially for DevOps teams [15]. Docker [32] is
a popular example of software containers.
4.2 Fog Computing

IV. MODELS OF THE ECOSYSTEM COMPONENTS

4.2.1 Intent
Fog Computing is a virtualized platform that stands
between cloud computing systems and Internet devices,
providing to these computation, storage, and networking
services and allowing a cloud to control and communicate
with these devices. Fog can offer low latency, location
awareness, efficient use of bandwidth and storage services.
4.2.2 Solution
Introduce a platform to provide cloud computing-like
services closer to the devices to be monitored or controlled.
This is called Fog Computing. It provides computation,

A pattern diagram for cloud ecosystem gives a holistic and
unified view and the next step is to define detailed models for
each of its components. Some of these components have already been described as patterns, here we include patterns for
two components which were not present in our earlier work [2].
Complete patterns can be found in their respective references,
just main functions of the components are included here. Pattern descriptions also include Forces, Consequences, Implementation, and Related Patterns sections. The idea here is that
we can build patterns for every participant in the ecosystem,
which provides a unified view of the complete system.
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2020 [18]. Storage and processing costs are declining and the
devices are getting smaller and less expensive.
There is also an increase in the intelligence of these
devices, which are producing huge amounts of data. 90% of
the world’s data was created in the last 2 years, and it is
increasing exponentially. We need to manage the large
number of devices and process the data produced by them.
Fog computing offers one of such solutions. Cisco has fog
computing solutions. Amazon Web Services (AWS) just
launched its Amazon IoT cloud service for IoT [19]. IBM also
has IoT solutions for analytics [20].
The IoT has found its application in various domains. A
comprehensive survey of enabling technologies, protocols, and
architecture for smart cities is provided in [21]. Examples
include smart traffic control, smart grid, wireless sensor
networks, precision agriculture, intelligent buildings, health
care, industrial automation, oil and gas, etc. Numerous papers
discuss these IoT applications in connection to fog computing
[13]. Ours is the first pattern for fog computing [19].
Containers are also providing more lightweight, portable
virtualization solutions that will offer support for IoT
applications. Containers are being used for rapid development,
testing, deploying, and updating IoT applications [22].

storage, and networking services between end user devices
and cloud providers. Data is processed locally for better
response. Aggregated data and other relevant information can
be forwarded to the cloud for analysis.

VI. DEV-OPS
The cloud has had an impact on all facets of the computing
world including software development. DevOps is a
conceptual framework which can be considered as a type of
Agile Software Development. DevOps stands for “development” and “operations” and it calls for increased communication, collaboration and smooth integration between developers
and operations teams. It enables continuous development and
frequent releases of software to the end user [23], which can
lead to earlier problem detection and solution delivery.
DevOps is driven by the wide availability of virtualized
and cloud infrastructure. Cloud-Computing-enabled orchestration of services enables development and operation teams to
use code for automatically managing infrastructure.
Automating the process of software delivery and infrastructure
changes enables frequent iterations. Many major cloud service
providers, like IBM and Amazon, are providing DevOps
solutions as part of their platforms [24][25].
Software containers are part of cloud ecosystems and are
supporting DevOps teams for the isolation of services. They
make application distribution much easier by providing
lightweight, isolated execution environments for applications.
A few patterns have been identified and described for software
orchestration on clouds [15].
Emerging technologies like Cloud Computing, IoT and
DevOps are mutually influencing each other. DevOps is being
enabled by the cloud. IoT applications require the integration
of development, IT operations and quality assurance which
can be achieved by practicing DevOps. However, DevOps
teams need to address concerns like auditability, traceability,
compatibility, interoperability, testing and quality assurance,
not to mention security [26].

Figure 4. Class diagram of the Fog Computing pattern

Figure 4 shows the class diagram for this pattern. The Fog
is a collection of several distributed tiny clouds called Fog
Nodes. They can be resource-rich servers, routers, access
points, mobile devices, etc. Edge devices are the devices
located at the edge of the networks which need to be
monitored or controlled. A Fog Node has resources including
hardware (compute, networking and storage) capabilities.
These nodes provide local real-time analytics using an
Analytics Engine. Applications can be hosted in the fog nodes
using virtualization, Virtual Machine Monitor (VMM), Virtual
Machines (VM) and/or Containers. A distributed database
stores both application data and necessary metadata for service
orchestration. It also has information about capabilities of
nodes, information about the state of fog nodes and services,
policies for security, filtering, and configuration. A Reference
monitor is used to perform policy-based access enforcement.
New policies can be added to the Policy Repository. Data is
transferred between fog nodes and the various components of
the Fog. The Fog also provides Authentication and
Authorization services. In addition, services like filtering, data
aggregation, logging, etc., can be provided. Cisco provides fog
computing platforms [16].
V. INTERNET OF THINGS
Cloud computing has established itself as a promising
computing paradigm. However, the recent popularity of IoT
has made the limitations of clouds more apparent. IoT
applications require low latency, mobility support, location
awareness and support for geo-distribution [13], this can be
provided by fog computing. It is important to realize that fog
computing complements rather than replaces the cloud.
The IoT has brought about an explosive proliferation of
endpoints. According to an estimate, nearly 50 billion
heterogeneous devices will be connected to the internet by

IV. VII. RELATED WORK
Ecosystems have been around for quite some time now but
few examples of cloud ecosystems can be found. NIST has

303

[7]

defined cloud ecosystems in their Cloud RA [27], and Security
RA [28]. These RAs include a set of external functions but they
do not include new components for virtualization (like containers) or platforms (like fog computing). In addition, the models
are described using block diagrams and text, rather imprecise
vehicles. The Open Group has its own Cloud Ecosystem Reference Model [29]. It includes a UML model for the main blocks
and the involved components are described in the form of a
table. It does not mention any components that can support IoT
or virtualization components. Block-diagram-based models for
cloud ecosystems are also discussed in [30]. OSGi discusses
ecosystems [32] but nothing specifically for clouds. Some
common aspects to our ecosystem can be found in the work on
multiclouds [31]; however, this work is focused on intercloud
operations, and does not use patterns.

[8]
[9]
[10]

[11]
[12]
[13]

[14]

VIII. CONCLUSIONS
The cloud has long reached that stage where a large number
of interconnected components exist while new ones are being
added. We need to provide a holistic and unified view of the
system to its users, developers, and researchers. Cloud ecosystems are still new and we are beginning to define them. This
holistic, unified treatment is fundamental to handle the complexity of cloud-based systems. Such an ecosystem can help us
control heterogeneity, provide a holistic security view, as well
as take care of quality and compliance issues. Most of the work
related to cloud ecosystems presents very simplified models.
New computing platforms (like fog computing), development
practices and software frameworks (such as DevOps) are already popular. These advances are complementing and influencing each other as technologies mature. Detailed cloud ecosystems will help both IoT system developers and DevOps
practicing teams. The ecosystem presented in this work should
be considered open-ended. The model presented here is just a
step for achieving precise architectural representation of the
cloud ecosystem. Many components still have to be defined as
patterns, including security and threat patterns. In addition, new
components will continue be added as cloud computing
evolves. In our future work we are considering the mappings of
the authorization models from clouds to fogs to devices.
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