“You're KIL-ling me” — Implementing
Knowledge Interaction Levels in a Cyber
Analysis tool
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*Enlisted missile maintainer (2MO0)
*Comme-Info Officer (33S)

*Civil service researcher
*Not-for-profit R&D
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*Reverse engineering malware (or other executable

code) is challenging
o Little tool support for abstractions
e Proceduralized / tacit knowledge
* Problem-solving strategies vs. reading bytes

*\Want to make things easier

e Better abstractions

» Support for working memory and
attention requirements
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*More data than you can reasonably process
*High-level implications of low-level relationships

*Underlying structural, functional, and behavioral
relationships not necessarily present in the data

*Reasoning tasks rely on background knowledge
*Data exists at multiple layers of abstraction
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*Practical cyber security implications
*Figure out what malware does

*Find hidden vulnerabillities / uncover faulty
assumptions

*Things real people reverse engineer:
» Applications, operating systems, networks, protocols

* Weapon systems, PCS / SCADA systems
» Devices, processors, game consoles, tablets, cell phones
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*|t's Important, but it needs to be easier

*Especially for the people that need it:
* New “cyber” operators in the military
* Network administrators ( != reverse engineers)
 Folks that make decisions

*Hands-on training in cyber is a huge need
» Quickly acquire expert mental models
 Increase decision-making capability
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*Embed the training in the tool
* Design good abstractions for complex tasks
o Structured / integrated way to “bring people along”
 Let them experience success along the way
* Enough challenge to keep them interested
» Keep them from getting lost

*Some folks are really good at this:
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*\What do we know about people’s mental models of
executable programs?
*Focused around some key abstractions:
* Functions
* Modules
 Basic Blocks
* Instructions
e Data flow

°| ow-level details  high level abstractions?
* Generating hypotheses
* Seeking information

Riverside Research Proprietary
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again?

* How do we model the transformation of low-level
Implementation up to concepts (and then down
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Conceptual Model of Reverse Engineering from (Byrne, 2002)
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* How can we discover and
locate these concepts?

*\What concepts should we
be looking for in the code?

*How do we match concepts
to their locations in the
code?
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« Comprehension relies on:
Intensions (understanding concepts)
Extensions (locating/tracing concepts in the code)
Naming the concepts

“Concept Triangle” Model of Program Comprehension (Rajlich, 2009)
10 Apl’l| 2013 Riverside Research Proprietary
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*Relationships between abstract concepts and data
can be specified (and measured)

 What are the causes and effects we care about In
reverse engineering?
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Endsley M. “Toward a theory of situation awareness in dynamic
systems,” Human Factors: The Journal of the Human Factors

and Ergonomics Society, 37(1):32—64 (1995). Riverside Research Proprietary



STRUCTURE

3. Search for
Information

Who & What

Foraging Loop

6. Search for 9. Search for 12. Search 15. Reevaluate
Relations Evidence for Support  Arewe sure?

16. Presen-
tation

How are they related? What does it have to do How do we know?
with the problem at hand?

7. Evidence

; (holding large
File Jarg

structure,
overview)

Sensemaking Loop

(volume,
organization)

4. Shoebox

(skimming,

finding info, . )
1. External (finding neg volume) Reality/Policy Loop
Data evidence,
Sources volume)
2. Search 5. Read & 8. Schematize 11. Build 14. Tell
& Filter Extract Case Story

EFFORT Pirolli P. and Card S. “The sensemaking process and leverage
points for ana- lyst technology as identified through cognitive
task analysis.” Proceedings of the International Conference on

Intelligence Analysis. 2—4. 2005. Riverside Research Proprietary
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Zhang P., Soergel D., Klavans J. L., and Oard D. W. “Extending
sense-making models with ideas from cognition and learning
theories,” Proceedings of the American Society for Information

Science and Technology, 45(1):23-23 (June 2009).
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Elaboration

Data

Elaborate a frame

Add and fill slots
Seek and infer data
Discover new data/
new relationships
Discard data

Recognize/ Manage attention

construct and define,

a frame connect, and filter
the data

Frame

Question a frame

Track anomalies
Detect inconsistencies
Judge plausibility
Guage data quality

Reframi
cycle

Preserve

Klein G., Phillips J., Rall E., and Peluso D. “A data-frame theory
of sensemak- ing.” Expertise Out of Context: Proceedings of the
Sixth International Conference on Naturalistic Decision Making.

113-155. 2007.

Reframe

o

Compare
frames

Seek a new
frame
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*|nterfacing with the system

*How to present these abstractions easily
*\Where do people get tripped up?

*How to determine someone’s goal from actions?
*How to present tasks

*Measuring learning
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*Decomposing:
* Knowledge
e Tasks and actions
e Information needs
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*Modeling semantic
knowledge

« OWL and RDF triples

*Modeling procedural knowledge
e Rules and pattern-matching
e State diagrams

*Modeling tasks

* Record sessions (“click, click, scroll, click, scroll, click”)
e Annotate action sequences (action A, B, C, ...)
e Organize seguences into goals

Riverside Research Proprietary
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*Modeling the system

* Annotating Ul elements

* Capturing system “states”

*Tie semantic data to sequences of actions

*Reassemble:

 Action seguences to unit tasks
 Unit tasks to goal-driven Tasks
» Goals back to top-level Goals

Riverside Research Proprietary



Example:

Basic Block 1
Address 4015F0
Prior-to BasicBlock?2

CanSelect true
CanHover true

Constraint
If EBX <5

Basic Block 2
Address 40CFFC
Label Captures User Input

CanModify true
CanHover true

Riverside Research Proprietary



*Knowledge separates exploratory problem-solving
strategies from exploitation strategies

*|dentify where barriers exist

pfmation

Information_+ knowledge

Riverside Research Proprietary
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*Stealthy x86 disassembler

e Integrates recursive descent
and linear sweep analysis

Riverside Research Proprietary



%

*Both stealthy and persistent breakpoints

 Stealthy breakpoints use re-routing tricks to circumvent
malware anti-analysis routines

Riverside Research Proprietary
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* Adding features to abstract binary navigation tasks
* Meaningful icons
e Maps
 Index-search



*Makes it easy to change functionality and export to
a new binary
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* Allows you to tag subroutines
with higher-level information

*| ets you then use that
Information to search for
locations

Riverside Research Proprietary



8

*Records information from dynamic trace of
execution

Riverside Research Proprietary
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*|ntegrates static and
dynamic execution
Information to help
find “Interesting” areas

iverside
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*Processes action streams from:
e Users and Ul actions
* The binary and its state configuration changes

*Currently defining
higher-level rules
for RE tasks

Riverside Research Proprietary
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* Agent knowledge models for specific tasks
*State-layer abstractions for the agent and the task
*Break up knowledge into separate interaction levels
*Maybe make some tools to make this easier?
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*Can embed training in a system, but it requires
careful knowledge design

*That same process can lead to decision-making
support for users

*This is a growing field, but we need better tools to
support knowledge-level modeling ... it's
challenging, but doesn’t have to be AS difficult as it
IS

Riverside Research Proprietary
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