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manufacturer, the reliability and transparency of the system
are also reduced. The manufacturers can modify the product
data to benefit their business without the awareness of the
customers. Data security is also one concern for this type of
tracking system. For example, Oracle ERP [1] is one of the
supply chain management systems in this category and it is
used at Anova Farm Group1 and thousands other companies
to manage their production process and the product
traceability. Another supply chain system in this category is
the TraceChain developed by TraceVertified's. TraceChain is
being applied to manage vegetable supply chain at VinCo
(where vegetable supply for CoopMart supermarket),
processed meat at BigC and Phu Quoc fish sauce. Agricultural
products managed by these systems use QR Code so that users
can access the source via mobile phones or computers.

Abstract— In recent years, the traceability of product origins
is strongly concerned, particularly for food products as they
directly influence human health. Therefore, there have been
some efforts to develop product origins tracking systems. In this
paper, we propose an approach to building a supply chain
management system based on the blockchain technology for
agriculture product origins tracking. The supply chain model is
borrowed from Walmart’s and it is implemented based on the
Ethereum framework using the PoA (Proof of Authority)
consensus algorithm. Our experiment shows that the proposed
system not only fulfills the requirements of a product origins
tracking but also takes the advantages of the blockchain
technology such as the immutability and security of data, the low
cost in making the transactions, and so on.
Keywords— blockchain, supply chain management, product
origins tracking, PoA

Recently, blockchain technology is introduced and has
gained considerable attention from both researchers and
practitioners. It is recognized as the fifth evolution of
computing and considered as important as the introduction of
the internet [4, 8, 12]. This is a technology that enables peerto-peer distributed ledgers combined with strong and rigorous
encryption algorithms to counter the changing stored
information as well as the attacks. Many studies on the
application of blockchain technology have been conducted,
particularly in financial-related applications such as digital
assets management and payment systems [2, 7], warehouse
management (logistics) [1], Internet of Thing (IoT) [5, 10],
etc. The main reason that causes this technology attracts the
attention of researchers is that it allows transactions and
payments to be made without intermediaries. It totally
changes the way that the traditional services have operated,
which use an intermediary in transactions.

I. INTRODUCTION
In recent years, traceability of product origins is strongly
concerned by consumers, particularly the agriculture products
as they directly influence human health. The product origins
tracking systems allow consumers to get full information
about product, from the growing fields to the final products,
including the information about exporters, importers, and
packaging companies (or retailers). Such systems increase the
transparency in the production process as well as the product
origins, to help consumers believe on the safety of the food.
To meet this demand, many agriculture product origins
tracking systems have been developed and they are being used
by the manufacturers to provide their customers the capability
to trace the product origins. Based on the data organization
method, these systems can be classified into two types. The
first type includes the systems that use the traditional database
management systems (DBMS) such as Oracle, MySQL, etc.
One of the basic features of these systems is that they base on
the centralized management and data storage model.
Therefore, they provide a low capability to connect the
systems used by different manufacturers as the
interconnection between the different systems is complicated
and costly. As a result, it is hard to provide customers detailed
information about the products from the growing stage (raw
material) to the final product. Moreover, as all data and
functions of the system are centrally managed by the
1

Blockchain technology provides safer and more
transparent transaction processing process by the following
key features [19]:
• Ledger is distributed on many different network nodes
to increase the data safety because if one node is
attacked, the data still remains on other nodes.
• There is a distributed control among the nodes in the
network to create new transactions in the ledger.
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• Each block added to the ledger must link to the
previous block to against data tampering.

In blockchain technology, transaction data is stored in
blocks. These blocks are connected together to create a
blockchain. Each block contains a serial number, timestamp,
nonce value (calculated based on block data to create a block’s
hash that meets a given condition), data of one or more
transactions, , hash code of the prior block, and its SHA-256
hash code. Figure 1 demonstrates one chain with three blocks.

• Adding a new block to the ledger requires a consensus
of all nodes in the blockchain network.
With the above characteristics, blockchain technology is
considered as a promising technology for supply chain
management systems to support the traceability of agricultural
products due to the following reasons: i) information related
to products within their life cycle can be easily recorded in a
sustainable and immutable manner; ii) everything that
involved in all steps of the production (e.g. growing,
harvesting, exporting, and importing) can be easily recorded
to the ledger; iii) invoices, expends, and documents can also
be recorded; iv) digital assets like copyright, licenses, product
bar codes, etc. can be managed identically as other physical
assets. All processes of recording information in the system
can be performed transparently by smart contracts based on
consensus protocols.

Figure 1 Data stored in chain of blocks in blockchain technology

With the above rule of blockchain, any change of data in a
block will result in the hash of block being changed and the
links of chain will be broken. Moreover, because blockchain
is a peer-to-peer network, each node stores the entire data of
blockchain. If one node change data, it will be detected by the
remaining nodes in the network. This warranty the
immutability and security for blockchain. Figure 2 shows that
when data in one block is changed, the blockchain will be
broken.

IBM is recently developing a food supply chain
management service based on their own distributed ledger
technology to manage the food manufacturing process from
farms to stores. Some big food companies are collaborating
with IBM to develop and deploy this system such as Dole,
Driscoll's, Golden State Food, Kroger, McCormick, McLane,
Nestlé, Walmart,... [3]. This is a complex supply chain
management system, which is designed primarily for big
companies, and it is still in the development phase.
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In this study, we propose a food supply chain management
model based on Walmart’s model using blockchain
technology. This model is aimed at the small to moderate
companies with a simple management procedure. This model
will be implemented based on the Ethereum platform and the
PoA consensus protocol for faster transaction processing time.
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Figure 2 Changing data in 1 block breaks the chain

Procedure to process a transaction in a blockchain network
is described in Figure 3.

The paper is structured as follows: Section 2 presents the
system architecture including the supply chain management
model, the introduction of blockchain technology, and the
model of food product origins management system based on
blockchain technology. The system implementation and
testing results are reported in Section 3. Finally, Section 4
presents our conclusion and future work of this study.

Data is sent to the blockchain
network for verification

Data
User creates a
transaction

II. BACKGROUND
A. Blockchain technology
In general term, blockchain is a shared, distributed ledger
of information to record transactions and manage both
tangible and intangible assets. Most of things can be managed
and shared through the blockchain network to reduce
stakeholders’ risk and cost [12].
In technical terms, blockchain is a peer-to-peer network
including several nodes connected together. Each node stores
all transaction data and they are always synchronized. Each
transaction needs to be approved by all nodes in the network
using a consensus protocol before it is stored in the chain. This
means that all nodes in the network must agree on the
execution of the transaction based on a predefined consensus
protocol to have the transaction executed and the data is
stored. This technology breaks conventional transactions
model in which all transactions need an intermediary agent
and under a centralized control.
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Figure 3 Transaction process procedure in blockchain

B. The consensus protocols
Blockchain is a peer-to-peer network and operates in selfdetermination and mutual trust mechanism between the nodes
of the network without the need for a trusted middle-man.
Consensus plays an important role in the blockchain network,
which maintains the integrity and security of the system. The
consensus is a mechanism in which all nodes in the blockchain
network approve transactions. This mechanism ensures that
the rule of blockchain is maintained and transactions are
stored correctly and reliably.
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C. Smart contract
Smart contracts are computer codes that represent an
agreement or a rule that governs transactions stored in the
blockchain network and is executed as a part of the
transactions [13]. A smart contract can have many contract
terms and can be implemented in whole or in parts. When all
parties are eligible for a smart contract, the contract will be
automatically executed. Figure 4 depicts the components of
the blockchain network and their location throughout the
system.

Today, there have been some consensus protocols such as
PoW (Proof of Work), PoA (Proof of Authority), PoS (Proof
of Stake), PoET (Proof of Elapsed Time), PBFT (Proof of
Byzantine Fault Tolerance), etc. Each protocol has its own
advantages and disadvantages each of them is suited to a
particular application. The mechanism of some common
consensus algorithms is described as follows:
1) Proof of Work (PoW)
This is the first consensus algorithm that is associated with
cryptocurrencies [1]. In this consensus, when the blockchain
network needs to create a new block to store data of new
transactions, all nodes complete with each other to calculate
the value of the nonce field. The nonce value ensures the hash
code of the new block satisfying a predefined pattern. For
instance, in the example presented in Figure 1, the hash value
of all blocks must start with five zero numbers. Therefore,
whenever a new block needs to be created, the nodes in the
network must calculate the nonce value for the new block so
that the block’s hash code starts with five zero numbers. When
a node found the expected nonce value, it will send it to all
other nodes to check for the correctness of the nonce value. If
all nodes accept the new block, it will be added to the
blockchain and the transactions complete. In this consensus
protocol, nodes in the network are called miners and the first
miner which found the correct nonce value will receive a
reward (a certain number of cryptocurrencies). This consensus
protocol can against the DDoS attacks. However, the main
drawback is that it may take a huge computing resource to
calculate the nonce value and the 51% attack method can be
used [1].

For example, a smart contract determines the contract
terms in which the deposits will be returned to customers or a
smart contract defines the terms of travel insurance in which
insurance company pays insurance payments to customers if
customer’s flights are delayed more than 6 hours,…

2) Proof of Stake (PoS)
This consensus protocol avoids the resource wastage of
PoW. In PoS, to participate in creating a new block in the
chain, the nodes must deposit a certain amount of stake. There
are many methods of selecting this node, such as random
selection, stake-value-based selection, and so on. If any fraud
is detected, the selected node will be punished. The algorithm
is also capable of resisting the 51% attack because a node that
wants to attack the network must have a deposit of more than
51% of the total of assets in the network. This is extremely
difficult because the value of today’s cryptocurrencies is huge.
In addition, this consensus protocol has more benefits
compared to PoW such as faster transaction execution time
and flexibility in selecting verification node. However, the
consensus also has some disadvantages like the difficulty of
building sustainable communities because verification rights
are in hands of those with a lot of assets (the rich get richer).

Figure 4 The components of blockchain and their roles

Once a contract is deployed, it cannot be modified.
Therefore, smart contracts provide superior security and
reduce cost and time compared to the conventional contracts,
which require a middle-man. A smart contract is written in a
certain programming language, depending on the blockchain
platform. For example, the Ethereum platform [20] uses
Solidity language while Hypeleger Fabric uses JavaScript,
GOLANG, and Java [1].

3) Proof of Authority (PoA)
The PoA consensus protocol chooses the nodes to verify
the transaction bases on the “reputation” of the nodes in the
network. Therefore, it is suited to private blockchains. This
consensus protocol enhances the value of users’ identity in the
network. Nodes with high “reputation” will be selected to
verify transactions. This means that the blockchain network
will authorize trusted nodes on the network to perform
authentication. This will encourage users in the network to
maintain their reputation and restrict illegal actions. PoA can
be considered a variant of the PoS in which reputation plays
the role of deposit assets. However, because this model has the
disadvantages of decentralized models and third-party
exploitation, it can entice reputable users to perform illegal
actions.

III. SYSTEM ARCHITECTURE
A. The supply chain management and product origins
tracking model
A supply chain is a network including importing materials,
transforming materials to products and distributing products
to consumers [11]. Supply chains contain organizations that
engage to manufacture, transport and sell products to
customers. Supply chains do not only consist of manufacturers
and suppliers, but also the logistics, storages, retailers and
customers. Figure 5 describes a common supply chain model.
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Figure 7 Proposed supply chain model for agriculture products

B. System architecture
Our proposed model includes five stages: farming,
harvesting, exporting, importing and processing as described
in Figure 3. The information of each stage is updated to the
blockchain, which is used to track the product origins. When
buying a product, customers can access the system to check
where the product was produced. Based on the proposed
model, we design the architecture for the agriculture product
tracking application including three components as described
in Figure 8.
Figure 5 Common supply chain model (Ngu͛n: Vakaxa2)

Supply chain models are dynamic because they are
affected by the manufacturing and distribution processes of
products. A supply chains does not only include the final
product manufacturer, but also involve other information
related to the production progress such as the production
materials. It also depends on particular requirements of the
stakeholders.
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Figure 8 Proposed model for product origins tracking

The Client interacts with the users and gets their
requirements such as create a new product, update the supply
chain information, inquiry the product origins, etc. Then it will
send user requirements to Server, get the server response and
display the results to users.
When Server receives the requests from Client, it will
interact with the blockchain network using Web3RPC to
process user’s requests. For example, when users want to login
to the Server, the requests are transferred to the Server and the
Server calls function login() in the smart contract
SuppyChainUser of the blockchain network to verify user
account. The login result is replied to the Client and it will be
displayed to users. As another example, when a farmer wants
to update fertilizer information used for a product, the request
is sent to the Server. Then, the Server calls function
setFarmInspectorData() in smart contract SupplyChain
to store the information.
The last component is the blockchain network. It stores
supply chain data to against the modification and prevent data
from attacks. Besides, the blockchain network also stores
smart contracts related to user interactions such as update and
inquiry information of products.

Aimed at small to moderate companies, we simplify the
Walmart’s model. The agricultural supply chain model
proposed includes five steps: farming, harvesting, exporting,
importing and packaging. Figure 7 depicts the proposed model
and the corresponding actor of each step.
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Figure 6 Walmart supply chain model (Source: Walmart3)
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In this study, we build a product origins tracking system,
in particular for agricultural products. The system allow
customers to access product information from cultivation to
the final product. For example, a customer who buys a mango
at a supermarket can look up where the mango is grown, how
it is harvested, what are importers, exporters and the packing
company (or retailer). In each stage of the supply chain,
customers can search related information such as when the
fruit was grown or which fertilizers were used at the farming
stage, etc. This model is based on Walmark’s retail supply
chain management model, which is illustrated in Figure 6.

Growing

䐠 Harvest

Update
information

IV. IMPLEMENTATION AND RESULT
A. System implementation
The implementation of the system is described in Figure
8. We utilize the Relux model and ReactJS framework [14]
for the Client implementation. These are popular front-end
techniques for the web interface. NodeJS is used to build the
Server and Web3.js RPC is used to interact with the
blockchain network.
For the blockchain network, we use the Ethereum
framework [22], which is the platform of the Ethereum
3
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https://corporate.walmart.com/global-responsibility/global-complianceprogram-report-on-fiscal-year-2018

cryptocurrencies. This framework has a big user community
and supports most of the basic features of blockchain such as
smart contracts and PoW and PoA consensus protocols. In
addition, the installation of Ethereum is straight forward and
the number of supporting libraries are very large. Each node
in the network is deployed with Geth client 4 and PoA
consensus protocol. The cost (time and computing power) to
create a new block with PoA is much higher than PoW.
The smart contracts in the system are written by the
Solidity language. The system has five smart contracts and
some data structures to store user information and supply
chain data as described in Figure 9.

Figure 10 Administrator creates and updates users’ information

Figure 11 Interface to add a new product of the administrator

For other stages in the production steps, the user in each
stage can update the related information of that stage. A user
can only update the information if the previous stage had been
finished. For example, the user at the packaging step can only
update the product information at that step after the importer
update the import information. Figure 12 and Figure 13 show
the user interfaces of two main functions for the user at the
packaging step including listing the list of their products and
updating the product information.

Figure 9 Smart contracts in the system

•

Ownable and SupplyChainOwnable: contain the
functions for user and role management.

•

SupplyChainUser: inherits the Ownable smart
contract and it is used to create user’s data.

•

SupplyChainStorage:
inherits
the
SupplyChainStorageOwnable smart contract. It
contains functions for creating the data of farmers,
harvesters, importer, exporter and processors.

•

SupplyChainProcess: inherits the Ownable smart
contract and it is used to update data of the products.

Figure 12 The packager can see the list of their products

B. Results and discussion
We successfully built a supply chain management system
for the agriculture product origins tracking purpose. The
system is implemented based on the Ethereum framework
using the PoA consensus protocol. The basic functions of the
system will be demonstrated as follows.
The system administrator can create, update and inquiry
information related to users and products. Figure 10
demonstrates the user management function of the
administrator and Figure 11 depicts the user interface for the
administrator to create a new product.
Figure 13 The packager updates the packaging information

4
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Finally, the customer can track the origins of a product
including the information of five steps in the production
process as well as the initial step. Figure 14 demonstrates the
result of the tracking product origins function for the
customer. Due to the space limit, we present information about
some steps in the production process.
We also investigate the process of the block creation in the
blockchain network to verify its functionality. Figure 15
shows information of two blocks in the chain after we
performed some transactions in the system. Each block
contains the expected data as described in Section Error!
Reference source not found. such as the block number,
timestamp, transaction data, hash code, parent hash code, and
nonce value. In addition, each block has also some extra
information specialized for the Ethereum framework such as
block size, block miner, gas used (cost for block verification),
etc. For example, block 4802096 contains data of 10
transactions and also has the hash value of the previous block
4802095 to against any change in block 4802095. Similarly,
any changes in block 4802096 cause the block hash code
updated and the next block, 4802097 broken.
A remarkable point of the system is that the average time
to create a block of the system is about 15 seconds. This is
much faster than the PoW consensus protocol, which has the
block creation time is about 10 minutes per block. That means
in the PoW consensus protocol, a transaction has to wait about
10 minutes to be confirmed. This is one of the main
advantages of PoA in comparison to PoW.

Figure 14 Product origins information
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