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Motivation

Product Development vs. Increasing Vehicle Complexity vs. Hacking
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20XX: hacking of platoons or even fleets?

2019 Tesla Model S: hacking of lane assist
2018 BMW i3: remote hacking of engine control

2015 Jeep Cherokee: full remote control

complexity

2011 Chevrolet Malibu: remote hacking of brakes, locks
product
development

A holistic security & safety approach is needed
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Holistic Security & Safety Approach
Criteria & Literature Analysis

Criteria

1 Applicability at system level

Coverage of the requirements engineering process steps

- (elicitation & negotiation, documentation, validation)

@i @4 | Consideration of security & safety

5 Capability (Validation) for use with models

Reduction of engineering effort
(model generation & analysis, design patterns)

C6-C8
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The holistic approach (identify & fix threats) is based

on my initial approach (identify threats):

STORM - Security & safety driven model-based requirements
engineering process, 2020, (currently under review)
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Holistic Security & Safety Approach
Crlterla & therature AnalySIS O:satisfied (D:pariallysatisfied O = not satisfied

01 Cheng et al.: 2019

02 Amorim et al.: 2017

03 SAE J3061: 2016

04 SAHARA: 2015

STORM - Security & safety driven model-based requirements 05 PBSE: 2020
engineering process, 2020, (currently under review)

06 SREP FOR CPS: 2018

Criteria
07 ISO 26262-9:2018

Applicability at system level
08 POHL: 2016

09 ISO/IEC/IEEE 15288: 2015

10 Rupp et al: 2014

11 Heisel et al: 2019

12 FERNANDES: 2013

13 CORAS: 2020

14 Microsoft SDL: 2016

Not every approach can be (directly) used on system level 15 SQUARE: 2005

/OOOOOOOOOOOOOOO
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Holistic Security & Safety Approach
Crlterla & therature AnalySIS O:satisfied (D:pariallysatisfied O = not satisfied

01 Cheng et al.: 2019

02 Amorim et al.: 2017

03 SAE J3061: 2016

04 SAHARA: 2015

STORM - Security & safety driven model-based requirements 05 PBSE: 2020
engineering process, 2020, (currently under review)

06 SREP FOR CPS: 2018

Criteria
07 ISO 26262-9:2018

Applicability at system level
08 POHL: 2016

Coverage of the requirements engineering process steps
(elicitation & negotiation, documentation, validation) 09 ISO/IEC/IEEE 15288: 2015

Consideration of security & safety 10 Rupp et al: 2014

11 Heisel et al: 2019

12 FERNANDES: 2013

13 CORAS: 2020

14 Microsoft SDL: 2016

The analyzed appraoches cover either security or safety, or they ]
cover security & safety together, but superficially 15 SQUARE: 2005
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STORM - Security & safety driven model-based requirements 05 PBSE: 2020
engineering process, 2020, (currently under review)

06 SREP FOR CPS: 2018

Criteria
07 ISO 26262-9:2018

Applicability at system level
08 POHL: 2016

Coverage of the requirements engineering process steps
(elicitation & negotiation, documentation, validation) 09 ISO/IEC/IEEE 15288: 2015

Consideration of security & safety 10 Rupp et al: 2014

11 Heisel et al: 2019

Capability (Validation) for use with models

12 FERNANDES: 2013

13 CORAS: 2020

14 Microsoft SDL: 2016

The most approaches which used models, are not ]
understandable by non discipline specific experts 15 SQUARE: 2005
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Holistic Security & Safety Approach

Criteria & Literature Analysis

STORM - Security & safety driven model-based requirements

engineering process, 2020, (currently under review)

Criteria

O = satisfied (D = parially satisfied O = not satisfied

01 Cheng et al.: 2019

02 Amorim et al.: 2017

03 SAE J3061: 2016

04 SAHARA: 2015

05 PBSE: 2020

06 SREP FOR CPS: 2018

Applicability at system level

07 1SO 26262-9:2018

Coverage of the requirements engineering process steps

(elicitation & negotiation, documentation, validation)

08 PoHL: 2016

09 ISO/IEC/IEEE 15288: 2015

Consideration of security & safety

10 Rupp et al: 2014

Capability (Validation) for use with models

11 Heisel et al: 2019

Reduction of engineering effort
(model generation & analysis, design patterns)

12 FERNANDES: 2013

13 CORAS: 2020

\.

Only some approaches care about reduction of engineering

effort, but do not cover all sub-criteria

14 Microsoft SDL: 2016

15 SQUARE: 2005
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Holistic Security & Safety Approach
Criteria & Literature Analysis

O = satisfied @ = parially satisfied O = not satisfied
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STORM - Security & safety driven model-based requirements
engineering process, 2020, (currently under review)

Criteria

1 Applicability at system level

Coverage of the requirements engineering process steps

- (elicitation & negotiation, documentation, validation)

@i @4 | Consideration of security & safety

Capability (Validation) for use with models

Reduction of engineering effort
(model generation & analysis, design patterns)

None of the analysed approaches fulfill all criteri
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Holistic Security & Safety Approach

Process Model

Process steps

Integrative model-based
elicitation & negotiation

Activities

e Enable stakeholders to identify use and
threat cases using a 3D environment and
derive black box requirements

e Reduce misunderstandings between
stakeholders by using models

Integrative model-based
documentation

e Harden system model by applying
security & safety design patterns
considering design principles

e Derive white box requirements

e Ensure compliance with security &
safety quality criteria

o

Integrative model-based
validation & verification

e Conduct validation and verification of
the hardened system model

e Refine white box requirements

!

STORM - Security & safety driven model-based requirements engineering process, 2020, (currently under review)
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Results

System Model:
Requirements + Supporting Models

—

Initial security & safety
black box system model

Security & safety
hardened white box
system model

Validated and verified security
& safety system model
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Integrative Model-Based Elicitation & Negotiation ..
Reduce Misunderstandings Between Stakeholders by Using Models

{
1]

( . . . N ] Communication (Car2can) (UCO3)
How to consider security & safety in early . : Hacker Vehicle Vehicle 2
engineering? L Ambe- . ,----Notification (UC02) _____| N?i‘:,?a_ -
: lance ' : System v
. 1 e A A S e oo
1. Form interdisciplinary team of stakeholders E S
Communication (Car2ca:.] (UC03) %ﬁ"‘ﬁﬁes.
2. ldentify & fix threats using models | § | P 3 receie moses messages
! ! i alnformation/Securitys
3_ Derlve requ”'ements i Vehicle1 ""””’”"‘: Notification (UC02) "hlb:am:;w::;“*s
. J : % :
Spoofing of ambulance i 3 R T
( \ detection system
. (TC03) ! [ [
| prepared and moderated 8 workshops with ; | b L L L B
overall 84 participant_s fro_m indust_ry which | Manipulation Sensor Data | ; § . g (TR fizHactn ¢ e Canes
were not familiar with security § (cot.Tcos) : ! P ——
\ y : ‘ Communication (Gar2car) (UCD1,UC04) P e e
! | H P The vehicle needs an altemative sensor system to
. | et Vehicle2 -~ T eciins agarany et e bs bessdlon
7 N\ “--{ Hacker -----oooooooooooooo : information from the camera ssnsor system and the
alternative sensor system.

LeSSO ns I earn ed : Repudiation of route planning system (TC02)

1. Early identification of threats generally
works with non security experts Participant area N Bl @-Partic. | Application purpose el el Bl @ ST
workshops & security aspects

2. For abetter common understanding of Development of a

use and threat cases the stakeholders Farming sensor svstem Focus on security aspects

require tools | Y!

Management consultancy 2 12 . . . .

3. Non security experts need additional tools Mechanical and plant Introduction to MBRE using Given n th?

to fix identified threats engineering 1 25 the example of a CPS task definition
\ S

1
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Integrative Model-Based Elicitation & Negotiation
Enable Stakeholders to Identify Use and Threat Cases Using a 3D Environment

How can stakeholders from different disciplines
communicate with each other and identify use and
threat cases on system of systems level?

Analyzed approaches either only helped with
visualization and not with model based engineering
lor were only applicable to one specific technical
system ->do both

4 )
&Y 3D Engineer

1. Initiation of the project and project lead since
1.5 years with currently 7 student developers

2. Currently A/B Testing: Review of the
effectiveness of the use of the 3D environment
in a 40h project with 130 interdisciplinary
master students.
-> Will the approach improve the overall quality
of the derived black box requirements?

3. Planned: Adjustment of the method and tool
usability and review with participants from

\_industry y

20 ‘ © Heinz Nixdorf Institut / Fraunhofer IEM

2. Generate models
automatically

3. Refine models

1. Identify use and threat cases using the 3D environment and derive user stories 4. Dgrlve black box
reguirements

Download paper at: https://doi.org/10.1017/dsd.2020.41  Download prototype at: https://gitlab.cc-asp.fraunhofer.de/mbsequy/3d_engineer
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Integrative Model-Based Elicitation & Negotiation 5 —
Harden System Model by Applying Security & Safety Design Patterns o

I
Name: (Distril ion Detection System 4 _)
So we have managed to identify threats, but how to Summary pe Own created design
1 2 An intrusion detection system is a system for detecting attacks in the vehicle system. The IDS can extend existing security <\_ 3

aCtu al Iy fl X th ese th reats . mechanisms such as the firewall and thus increase the security of the vehicle system. Potential attacks on the vehicle system are patterns were re\”ewed
compared with attacks from a database and an alarm is triggered if they match. With a distributed IDS, several IDS are integrated - A
in the vehicle system. In this case, attacks occurring in and between several vehicle components are detected via several IDSs. - by experts from IndUStry
Matching Security Principles Problem & research
Secure the weakest link, Practice defense in depth, Intrusion detection is the problem of detecting attacks on a

. . . Compartmentize, Be reluctant to trust, Use your community vehicle system or on a vehicle component. In contrast to simple
therature research Some gOOd methodlcal WOI’k eXlStS, resources IDS, DIDS can detect attacks on and between several vehicle J
. . components. =
but without security reference. Many pattern catalogues
. . Context Constraints and Consequences
exi St ’ b Ut on ly fO rsecu ”ty ex p el’tS " IDS can be integrated into any vehicle component that Only those attacks can be detected which correspond to the
-> processes data. At least 2 IDS are required for a DIDS, which attacks from the database or which are similar to them. Unlike
consi d er secu rlty’ make d es I g n . p attern S must also be able to communicate with each other. Application the Intrusion Prevention System, the IDS does not prevent
un d erstan d ab I e fO ran. nterd ISCI p | n ary team Of non areas are: System of Systems architecture (Car2X), system attacks. The IDS/DIDS can itself serve as a target for attacks.
. architecture (in-vehicle networks) and component architecture

secu I’Ity ex p el’tS (ECU internal, communication interfaces).

Relati ip with Other Patterns

Compatible with 0003 Defense in Depth Design Pattern =

( )

Solution

The IDS checks and processes the collected data during pattern recognition and compares it with identical or similar signatures .
from the pattern database. If events apply to one of the patterns, an alarm is triggered. In a DIDS, signatures from several IDSs are =

1. Currently A/B Testing: Review of the effectiveness of Z‘”e“l“d“:”a:“' — 7
the use of the security & safety design patterns in an e oms eo o ey or s ot

Road markings can be dirty or have stickers. If a vehicle reacts incorrectly to such road markings and the driver takes corrective

ad d |t| on al 40h p rOJ ect W|th 130 | nterd |S c | p | | n ary action, this data is sent to the back end. This allows further vehicles to be warned.
master students. strueture Dynamics
-> Will the approach improve the overall quality of T o Meripictod | | IEECCNN (NRECSN [Pt
the derived white box requirements? blerkmyod I ZDE Dc
with IDS 1. attack vehicl fn:;‘gv(\:lﬁ
2. Planned: Adjustment of the method, increase of e e Feam fom
design pattern pool and review of the method with s he | proea atack 7 dotoctatick
participants from industry - . —pten | 5 towmoas mz,:v,l
lanipu- - EEE—
arkigs. —

. y E

2. Mark threats in white box system model, 3. Apply design patterns considering security

1. Derive white box system model . o . : :
do risk management principles, derive white box requirements

\
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Integrative Model-Based Elicitation & Negotiation
Planned: Conduct Validation and Verification of the Hardened System Model

Idea

7

re we done yet? No, the models & requirements still have to be
reviewed. How can we reduce the effort for this?

[Lessons learned from workshops with industry participants

How can the occurrence of already defined threat cases be
automatically checked taking into account the already defined use

cases?

Literature Research -> Adapt existing approaches/software tools so
that they can be used by industry

-

-> even simple sequences of system behaviour are not manageable
without software tool support
\. J
Use Case Scenario 01 Threat Scenario 01 Use Case Scenario 01
Manipulated Vehicle Fleet Vehicle Manipulated Vehicle Fleat Vehicle
Road Group 1 with Backend Group 2 with Road Group 1 with Backend Group 2 with
Markings IDS with IDS IDS Internet Bl T Markings IDS with IDS IDS
i 2. attack System i 2. attack
1. attack vehiclg, un:nnv?rn A . ‘m’ 1. attack vehiclg un:novf'n
ﬁam from 2. block aftack ﬁam from
attack 3. alternative aftack
-«
4?[)Itljad attack 7. detect attack attack | 4 threat not 5 . n uplmtald attack ] det;m attack
. component
pattem _, | 5. download | 29 Wam delected | < mpromised Model paten | 5 ownload | and wam
6. attack vehicle allack pallern | mbonents H 6. attack vehicle Altack pallem, | components
: Analysis >
pra— —
I (planned)
Own preliminary work: https://www.google.de/books/edition/Tag_des Systems Engineering/Phu4DwAAQBAJ?hI=de&gbpv=0
1. Perform model analysis 2. Fix white box system model 3. Refine white box requirements
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